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This Privacy Policy explains how GR8 Smart Office trading as Digital Twinning Australia processes, collects, stores, uses 
and discloses your personal information and the rights and options you have in this respect, including rights of access, and 
rights to correct, erase or object to that information. It applies to personal information that you provide to Digital Twinning 
Australia or which are derived from your contractual relationship or interacting with Digital Twinning Australia. Digital Twinning 
Australia is subject to the Australian Privacy Act 1988 (Cth) [Privacy Act] inclusive of all subsequent amendments and the 
Australian Privacy Principles.  

WHO IS RESPONSIBLE FOR YOUR PERSONAL INFORMATION? 
We, GR8 Smart Office trading as Digital Twinning Australia is identified in our communication with you will be the responsible 
controller for any personal information you provide to us in connection with our business relationship. 

WHICH CATEGORIES OF PERSONAL INFORMATION DO WE COLLECT AND PROCESS? 
• We may collect and process the following categories of personal information depending on the nature of our business 

relationship with you or your organization: Private or work contact information, such as full name, address, telephone 
number, mobile phone number, fax number, gender, sex, location, images, driver’s licence and email address, mobile 
device unique identifier and the IP address of your computer or other online identifiers if you use our services online; 

• Payment related information, such as information necessary for processing payments and fraud prevention; 
further business information necessarily processed in a business or other contractual relationship with Digital Twinning 
Australia or voluntarily provided by you, such as feedback and any other information you may provide to us. We do not 
directly collect your credit card or other payment details necessary to process your payment for any goods and services 
you purchase through any app provided by us. Your credit card and other payment processors in accordance with their 
privacy policies and terms and conditions. 

• Information about your interests and preferences and other information obtained by cookies or website analytics tools, 
in particular your activities when you use our websites or products or other services, we offer to you online [such as 
downloadable content]. This may include information about which content you download, click or view for how often and 
how long; 

• Information from publicly available resources, integrity data bases and credit agencies; 

• Information we are legally required to collect to comply with our legal or regulatory obligations, which may include 
information about relevant and significant litigation or other legal proceedings against you or a third party related to you 
and interaction with you which may be relevant for antitrust purposes; and 

• Sensitive information. In certain circumstances, where required by law or where you have permitted us to do so, we may 
collect special categories of your personal information which are specifically protected under data protection law. In 
connection with the registration for and provision of access to an event or seminar, we may ask for information about 
your health for the purpose of identifying and being considerate of any disabilities or special dietary requirements you 
may have. Any use of such information is based on your consent. If you do not provide any such information about 
disabilities or special dietary requirements, we will not be able to take any respective precautions. 

FOR WHICH PURPOSES DO WE PROCESS, COLLECT, HOLD, USE AND DISCLOSE YOUR 
PERSONAL INFORMATION? 
Depending on the nature of our business relation, we may process collect, hold, use and disclose your personal information 
for the following purposes (“Permitted Purposes“): 

• Planning, entering into, performing, managing and administering the services we provide to prospective and current 
customers e.g. by maintaining our information technology systems, customer service and data storage; 

• Maintaining and protecting the security of our products and services and of our IT systems, databases, websites or other 
digital infrastructure, preventing and detecting security threats, fraud or other criminal or malicious activities; 

• Ensuring compliance with legal obligations and regulatory obligations. This may include sales and business record 
keeping obligations for tax or other purposes and sending required notices or other disclosures, compliance screening 
or recording obligations [e.g. under anti-money laundering, know your customer, antitrust laws, export control laws, trade 
sanction and embargo laws or to prevent white-collar crimes]. In this context we may be required to conduct automated 
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checks of your contact data or other information about your identity against applicable anti-money laundering or 
sanctioned-party lists and to contact you to confirm your identity in case of a potential match, to record interaction with 
you which may be relevant for antitrust purposes and to report to or support investigations by competent supervisory, 
law enforcement or other public authorities; 

• Solving disputes, enforcing our contractual agreements and to establish, exercise or defend legal claims. 

Where you have expressly given us your consent or where otherwise legally permitted, we may also process your personal 
information for the following purposes: 

• Communicating with you through the channels you have approved to keep you up to date on the latest announcements, 
special offers and other information about Digital Twinning Australia’s products, technologies and services [including 
marketing-related newsletters] as well as events and projects of Digital Twinning Australia; 

• Administrating and performing customer surveys, marketing campaigns, market analysis, sweepstakes, contests or 
other promotional activities or events; or 

• Profiling and automated processing: Collecting information about your preferences on the basis of your activities when 
you use our websites and any products or services, we offer to you online [such as downloadable content]. On the basis 
of this information [e.g. which content is downloaded, clicked or viewed for how often and how long], we create a user 
profile to personalise and foster the quality of our communication and interaction with you [for example, by way of 
newsletter tracking or website analytics]. The logic behind our profiling activities is to identify areas which may be useful 
or otherwise of interest for you and to inform you about such areas in a more effective and targeted way. The algorithms 
used apply this logic and automatically deliver the targeted content or information to you. 

Where your explicit permission is required for any marketing-related communication, we will only provide you with such 
information if you have opted in. You may opt out at any time if you do not want to receive any further marketing-related types 
of communication from us. We will not use your personal information for taking any automated decisions affecting you or 
creating profiles other than described above. 

ON WHICH BASIS DO WE PROCESS YOUR INFORMATION? 
We will process your personal information for the above Permitted Purposes only: 

• where it is necessary for the performance of a contract with you or in order to take steps at your request prior to entering 
into such a contract; 

• where it is necessary to process any order, you make for third party products and services; 

• where it is necessary for our or a third party’s legitimate interests, always provided that such interests are not overridden 
by your interests or fundamental rights and freedoms. Our “legitimate interests” may include our commercial interests in 
operating our business in a professional, sustainable manner, in accordance with all relevant legal and regulatory 
requirements; 

• for our compliance with our legal obligations; 

• where it is necessary to protect your or another person’s vital interests; 

• where we have obtained your specific or, where necessary, explicit consent to do so. We will in each case inform you 
about the processing of your data and your related rights prior to obtaining your consent. 

HOW DO WE COLLECT YOUR PERSONAL INFORMATION? 
We will typically collect your personal information directly from you when you interact with us, e.g. when you visit our website, 
social media pages, communicate with us in relation to our products and services, request a product or service, register to 
our services, receive our newsletter or other specific marketing material or participate in our customer surveys. Where you 
have expressly given your consent, we may also obtain your personal information from third parties [including our contractors 
who supply services to us, our partner institutions or from a publicly maintained record] for communication and marketing 
purposes. In such cases, you will be informed about this in accordance with applicable law. Otherwise, we do not obtain 
personal information from third parties. 
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HOW DO WE HOLD AND PROTECT YOUR PERSONAL INFORMATION? 
We may hold personal information electronically, or in paper files. We will maintain physical, electronic and procedural 
safeguards in accordance with the technical state of the art and legal data protection requirements to protect personal 
information against misuse, intrusion, interference, loss and unauthorised access, modification or disclosure. These 
safeguards include implementing specific technologies and procedures designed to protect your privacy, such as secure 
servers, firewalls and SSL encryption and depending on the information and the circumstances, this protection may in 
particular include: 

• the use of confidential passwords for purposes of accessing such information on Digital Twinning Australia’s internal 
systems; 

• storing hard copies of documents containing personal or sensitive information in secure files created for this purpose; 

• imposing confidentiality requirements on our employees; 

• conducting reasonable due diligence on any third-party service provider’s security measures, and compliance with 
privacy laws, especially if they are located offshore; and 

• maintaining physical access controls over our premises. 

Where Digital Twinning Australia holds personal information that it no longer requires, Digital Twinning Australia will take 
reasonable steps to destroy or de-identify such information, subject to any law or court order requiring retention. 

WHERE DO WE PROCESS PERSONAL INFORMATION? 
Digital Twinning Australia is a globally active enterprise. In the course of our business activities  we may transfer your personal 
information to entities located outside Australia, or where the GDPR applies, outside the European Economic Area including 
to the USA, Canada, Singapore, China, Hong Kong, Israel, Philippines and the United Kingdom [third countries], in which 
applicable laws do not offer the same level of data protection as the laws of your home country. When doing so, we will 
comply with applicable data protection requirements and take appropriate safeguards to ensure the security and integrity of 
your personal information. 

WITH WHOM DO WE SHARE YOUR PERSONAL INFORMATION? 
We may share your personal information as follows: 

• With our affiliates within Digital Twinning Australia worldwide if and to the extent required for the Permitted Purposes 
and legally permitted. In such cases, these entities will then use the Personal information for the same purposes and 
under the same conditions as outlined in this Privacy Policy. 

• We may also instruct service providers within or outside of Digital Twinning Australia, domestically or abroad, e.g. shared 
service centres or cloud providers, to process personal information for the Permitted Purposes on our behalf and in 
accordance with our instructions only. Digital Twinning Australia will retain control over and will remain fully responsible 
for your personal information and will use appropriate safeguards as required by applicable law to ensure the integrity 
and security of your personal information when engaging such service providers. 

• With courts, regulators, law enforcement or other competent authorities or attorneys if legally permitted and necessary 
to comply with a legal obligation or for the establishment, exercise or defence of legal claims. 

• We may disclose your Personal Information to customer groups. 

• We may also share your Personal Information with third parties if we sell or buy any business or assets, in which case 
we may disclose personal information to the prospective seller or buyer of such business or assets, along with its 
professional advisers. If Digital Twinning Australia or substantially all of its assets are acquired by a third party, personal 
information held by us about customers and other contacts will be one of the transferred assets. 

Otherwise, we will only disclose your personal information when you direct or give us permission, when we are required by 
applicable law or regulations or judicial or official request to do so, or when we suspect fraudulent or criminal activities. 
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HOW LONG DO WE STORE PERSONAL INFORMATION? 
We will hold your personal information as long as required to provide you with the products or services or information you 
have requested and to execute and administer your business relationship with us. If you have asked us not to communicate 
with you, we will hold this information as long as required to comply with your request. We are also required to keep certain 
of your personal information e.g. relating to business or tax relevant transactions, for certain retention periods under 
applicable law. Your personal information will be promptly deleted when it is no longer required for these purposes. 

YOUR RIGHTS 
To obtain access or seek correction of your personal information that we hold, please contact us using the contact details 
below. 

If you have given us your consent for the processing of your personal information, you may withdraw your consent at any 
time with future effect, i.e. the withdrawal of the consent does not affect the lawfulness of processing based on the consent 
before its withdrawal. If you withdraw your consent, we will only continue processing your personal information where there 
is another legal ground or where we are legally required to do so. 

For any of the above requests, please send a description of your personal information concerned and appropriate proof of 
identity (e.g. your name or customer number) as proof of identity to the contact details below. We may require additional 
proof of identity to protect your personal information against unauthorized access. We will carefully consider your request 
and may discuss with you how it can best be fulfilled. 

If you have any concerns about how your personal information is handled by us or wish to raise a complaint on how we have 
handled your personal information, you can contact us at the contact details below to have the matter investigated. Where a 
complaint is received, the Privacy Officer will consider the complaint, and within a reasonable time, will decide whether the 
complaint warrants further investigation. The complainant will be advised by Digital Twinning Australia of the outcome of its 
investigations within a reasonable time. 

If you are not satisfied with our response or believe we are processing your personal information not in accordance with the 
law you may refer the matter to the: 
Office of the Federal Privacy Commissioner at Website: http://www.oaic.gov.au Phone: 1300 363 992.  

ARE YOU REQUIRED TO PROVIDE PERSONAL INFORMATION? 
As a general principle, you will provide us with your personal information entirely voluntary; there are generally no detrimental 
effects on you if you choose not to consent or to provide personal information. However, there are circumstances in which 
Digital Twinning Australia cannot take action without certain of your personal information, for example because this personal 
information is required to register your attendance at an event, provide you with a response to a communication or query, or 
to provide you with access to a web offering or newsletter or to carry out a legally required compliance screening. In some 
instances, we may be unable to provide you access to the services. In these cases, it will unfortunately not be possible for 
Digital Twinning Australia to provide you with what you request without the relevant personal information. 

CHANGES TO THIS PRIVACY POLICY 
This Privacy Policy was last updated in June 2021. From time to time, we may make changes or amend it as required to 
reflect any changes to the way in which we use your personal information or changing legal requirements. Therefore, you 
may wish to check back from time to time or whenever you make available personal information to us. Any amended Privacy 
Policy will apply from the date it is posted on our website. 

INFORMATION COLLECTED BY COOKIES AND OTHER TECHNOLOGIES 
Digital Twinning Australia may gather information by cookies or other web-tracking or analytics technologies. A cookie is a 
small text file that is stored on your device for record-keeping purposes. You can remove cookies by following directions 
provided in your Internet browser’s “help” file or clearing out your browser’s cache. You may also decline our cookies if your 
browser permits but doing so may interfere with your use of our website or the provision of our services. 

HOW TO GET IN TOUCH WITH US 
For any questions and comments about our Privacy Policy or in case you want to assert your rights, please submit your 
comments to our Data Privacy Officer: Matthew Thomas at hub@digitaltwinningaustralia.com.au  


